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Background and problem statement

Synthetic media—content generated, modified, or synthesised by Al-has reached a level of
fidelity where the distinction between what is real and what is arftificial is increasingly
ambiguous. Today, plausibility no longer implies truth.

Aim
In this project, we aim to:
1. Understand the capabilities and limits of generative models across modalities and
contexts;
2. Analyse economic and cultural impacts of synthetic media adoption;

3. Examine the risks introduced to trust, identity, governance, and security, with a focus on
practical mitigation and public understanding.

Tasks

1. Capability Mapping of Synthetic Media Systems
Systematically evaluate generative models across text, image, audio, video, and
multimodal settings. Assess performance under varying conditions: low context,
adversarial prompts, real-time generation, and cross-lingual or cross-cultural use.
Identify perceptual thresholds where synthetic outputs become indistinguishable
from real media for human observers.

2. Contextual and Situational Analysis
Analyse how synthetic media behaves differently across domains (news, finance,
healthcare, education, entertainment). Study how context collapse (loss of clear
origin intent, or authorship) amplifies harm. Examine edge cases where synthetic
media interacts with high-stakes decision-making.

3. Public Awareness Tools
Develop demos that communicate to the community threats to epistemic trust,
synthetic identity risks.

How will this opportunity benefit you?

Skill development in the following areas:
e Machine Learning
e Data analysis
e Programming
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Other details

e Located on-campus at Burwood

e 14 weeks in duration (Unpaid)

e Undertaken as 3 days per week for a total of ~320 hours
e To be commenced within the 12-week trimester period
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